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Abstract: Malware is one of the major issues regarding the operating framework or in the
software world. The android framework is also going through the same issues. We have seen
other Signature based malware location strategies were utilized to recognize malware. Yet, the
strategies couldn't recognize obscure malware. In spite of various discovery and analysis
procedures are there, the discovery accuracy of new malware is as yet a crucial issue. In this
paper, we study and feature the current identification and analysis techniques utilized for the
android malicious code. Along with contemplating, we propose Machine learning algorithms that
will be utilized to analyze such malware and also we will do semantic analysis. We will be
having a data set of authorizations for malicious applications. Which will be compared with the
consents extracted from the application which we want to analyze. Eventually, the client will
actually want to perceive how much malicious authorization is there in the application and also
we analyze the application through remarks.

1.Introduction in the market by the outsiders creating
Malware is only the short name for applications. The Google android market
malicious software, in general, alluded to also doesn't vow to guarantee that all the
many types of threatening or interruption applications recorded are without threat.
creating software, spyware, Trojan horses, There are also such reports about Trojans
backdoor, and rootkits. The main aim of applications that whenever downloaded,
malware is to damage, steal, upset or then their malicious code is also installed and
again do some bad actions. Malware is cannot be easily identified by Google's
sufficiently incredible to contaminate any advancements during publication in the
sort of figuring machine running application, Google android market. The android threats
and the counteraction of malware is in effect incorporate banking Trojans, spyware, bots,
all around read for personal PCs (PC). A root abuses, SMS fraud, phishing and fake
Smartphone gadget the location procedures installer. Android Apps are unreservedly
utilized is lagging far behind as compared to available on Google Playstore, the official
the fast development of the versatile Android app store as well as outsider app
population is being Some new study has stores for clients to download. Because of its
shown that there are about 2.1 million open source nature and popularity, malware
android applications are there in the market. authors are increasingly zeroing in on
Because of increase in usage of the android creating malicious applications for Android
framework has prompted more rollout of operating framework. Despite various
android malware. This malware is spreading attempts by Google Playstore to ensure
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against malicious apps, they actually
discover their way to mass market and cause
harm to clients by abusing personal
information related to their telephone
directory, mail accounts, GPS location
information and others for abuse by
outsiders or else take control of the
telephones distantly. Consequently, there is
need to perform malware analysis or
figuring out of such malicious applications
which present genuine threat to Android
platforms. Broadly speaking, Android
Malware analysis is of two types: Static
Analysis and Dynamic Analysis. Static
analysis basically includes analyzing the
code structure without executing it while
dynamic analysis is examination of the
runtime behavior of Android Apps in
constrained climate. Offered in to the always
increasing variants of Android Malware
presenting zero-day threats, a productive
mechanism for discovery of Android
malwares is required. In contrast to
signature-based approach which requires
update of signature database,
machine-learning  based approach in
combination with static and dynamic
analysis can be utilized to identify new
variants of Android Malware presenting
zero-day threats. In [5], broad yet
lightweight static analysis has been
performed achieving a good discovery
accuracy of 94% utilizing Support Vector
Machine algorithm. Nikola Milosevic et al.
[6] introduced static analysis based
classification through two strategies: one
was consents based while the other included
representation of the source code as a bag of
words. Another approach based on
recognizing most significant consents and

regular
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applying machine learning on it for
evaluation has been proposed in [7-11]. The
main commitment of the work is decrease of
feature measurement to not exactly half of
original  feature-set utilizing  Genetic
Algorithm with the end goal that it tends to
be taken care of as contribution to machine
learning classifiers for training with
diminished intricacy while maintaining their
accuracy in malware classification. In
contrast to exhaustive technique for feature
choice which requires testing for 2N various
combinations, where N is the number of
features, Genetic Algorithm, a heuristic
searching approach based on wellness work
has been utilized for feature choice. The
upgraded feature set obtained utilizing
Genetic algorithm is utilized to train two
machine learning algorithms: Backing
Vector Machine and Neural Network. It is
noticed that a respectable classification
accuracy of over 94% is maintained while
working on a much feature
measurement, along these lines, lessening
the training time intricacy of classifiers.

lower

2. Background Work
There are various ways and techniques
through malware or any malicious record
can enter your framework or application. A
portion of the basic strategies of malware
getting interfered into the framework are as
per the following: -

e Penetration: Penetration procedures

generally utilized for malware
applications for installation
activation and running on the

android framework are repackaging,
updating and downloading.
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e Repackaging: It is among the regular
procedures for malware engineers to
install malicious applications on an
android platform.Repackaging
approach for popular applications
and abuse them as malware. The
engineer downloads such sorts of
application and recodes them and
adds their own malicious code and
uploads that application to the
official Android app store or on the
various markets.

e Updating: This procedure is
considerably  more  hard  for
distinguishing malware.The malware
engineer may in any case utilize

repackaging however instead of
encoding deliver code to the
application the designer may

incorporate an update part that will
able to download malicious code at
the run time.

e Downloading: This is the most
traditional attacking strategy. The
malware designer needs to attract the
client to download intriguing and
attractive applications

3.Literature Review

In “Android Malware Detection Using
Machine Learning on ImagePatterns “[1],
the paper was distributed in the year 2018.
They have played out the malware discovery
with the assistance of 300 malware records
and 300 kindhearted apk documents, also
they managed to generate just 183 malware
and 300 favorable gray-scale images. The
other 117 malware samples were unable to
generate into images because the apk
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documents were tainted or either that
records didn't contain classes.dex document.
Also, the accuracy was a lot less in all the
algorithms they utilized. They have
recognized with the help of three diverse
classifier strategies namely the knearest
neighbor(KNN), Random Forest (RF), and
Decision Tree(DT).

In “Android mobilesecurity by detecting and
classification of malware based on
permissions usingmachine learning
algorithms ’[2], the paper was distributed in
the year 2017. They had utilized diverse
machine learning algorithms like Naive
Bayes,j48, random woodland, Multiclass
classifier and multilayer perceptron to
recognize android malware and evaluate the
performance of each algorithm. Here they
executed a framework for Cclassifying
android applications with the assistance of
the machine learning strategies to check
whether it is normal
application. For validating their framework
they have gathered 3258 samples of android
apps and those have to be extracted for each
application, extract their features and have
to train the models going to be evaluated
with the assistance of classification accuracy
and time taken for the model.

a malware or

In “An Android Behaviour-Based Malware
Detection Method  using  Machine
Learning“[3], the paper was distributed in
the year 2016. They have proposed a
Robotium program in an Android sandbox
that can trigger any android application
automatically and screen its behavior. The
program has a UI Identification automatic
trigger program that can tap the portable
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applications in a meaningful request. The
program was able to perform largerscale
tests. They also attempted to construct a
choice model utilizing behavior that has
gathered with the assistance of the random
woodland algorithm. It has had the option to
decide if the obscure application is malware
and also shows its certainty value. They
could store the outcome and also the
certainty value of the obscure apk document
in their database.

In “RanDroid: Android malware detection
using random machinelearning
classifiers”[4], the paper was distributed in
the year 2018. They have proposed the
android malware identification framework
with the help of consents, APIs, and also
with the presence of distinctive key apps
information, for example, the dynamic code,
Reaction code, native code, cryptographic
code, database, and so on as the feature to
train and fabricate classification model just
by utilizing various machine learning
methods which can automatically recognize
malicious Android apps(Malware) from the
legitimate ones.

4.System Analysis

Existing System

The main contribution of the work is
reduction of feature dimension to less than
half of original feature-set using Genetic
Algorithm such that it can be fed as input to
machine learning classifiers for training with
reduced complexity while maintaining their
accuracy in malware classification. In
contrast to exhaustive method of feature
selection which requires testing for 2N
different combinations, where N 1is the
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number of features, Genetic Algorithm, a
heuristic searching approach based on
fitness function has been used for feature
selection. The optimized feature set obtained
using Genetic algorithm is used to train two

machine learning algorithms:  Support
Vector Machine and Neural Network. It is
observed that a decent classification

accuracy of more than 94% is maintained
while working on a much lower feature
dimension, thereby, reducing the training
time complexity of classifiers.

Proposed system :-

Two set of Android Apps or APKs:
Malware/Goodware are reverse engineered
to extract features such as permissions and
count of App Components such as Activity,
Services, Content Providers, etc. These
features are used as featurevector with class
labels as Malware and Goodware
represented by 0 and 1 respectively in CSV
format.To reduce dimensionality of feature-
set, the CSV is fed to Genetic Algorithm to
select the most optimized set of features.
The optimized set of features obtained is
used for training two machine learning
classifiers: Support Vector Machine and
Neural Network. In the proposed
methodology, static features are obtained
from AndroidManifest.xml which contains
all the important information needed by any
Android platform about the Apps.
Androguard tool has been wused for
disassembling of the APKs and getting the
static features. In our system, we have
implemented an admin panel as well asa
user panel. In the admin panel admin have
the access to uploadthe apk files and its
details along with its categorization and
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alsothe admin can upload the comment that
can be used forsemantic analysis.In the user-

panel the user can see the select the category User Panel
of theapplication and can see its details like
pricing description name.User can see the
malicious percentage of the application.
Andthe processed output of the semantic
analysis will be displayedto the user in the App Category
form of graph and the user will get a
properreview of the application. H
Malware analysis Semantic analysis
Agmn Panel :
Yy v
Graph
!
Final result
Add Comments
Add APK Fie (For Semantc
= anayss)
User Panel 1
f—_Jﬁ_J l_) ] ! 5.Results
A |\ Upload
A Category
ame Dwciphon s m':sv The Malware Detection can recognize a
| wide range of consents in view of the which

Charges Upload 1t has been asked and furthermore which of
e s the consents which it has been taken of
course. Likewise, the semantic investigation

is been utilized to get the appropriate

Admin Panel 1 remarks resultant it in to get if the
application is been appropriate or not. The
consent based examination and furthermore
the semantic investigation gives the
appropriate yield with the goal that the client
can utilize those specific applications or on
the other hand not.

6. Conclusion
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In our work, we propose a framework for
authorization examination and semantic
investigation. Our framework is additionally
used to identify malware authorizations
dependent on an application by contrasting it
and a dataset. This proposed framework can
be applied in the fields of the security
framework and furthermore for the n clients
like a malware discovery programming.
Nonetheless, there are limits
framework. The authorizations which we are

in our

characterizing are according to our however
it can vary from clients to clients. The
consents which the client likes that it's
anything but a malware-based can be
malware for some other client. Future works
will contain the improvement of that.
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